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Abstract—We propose Authentication and Key Agreement
(AKA) for Machine Type Communications (MTC) in LTE-
Advanced. This protocol is based on an idea of grouping devices
so that it would reduce signaling congestion in the access
network and overload on the single authentication server. We
verified that this protocol is designed to be secure against many
attacks by using a software verification tool. Furthermore,
performance evaluation suggests that this protocol is efficient
with respect to authentication overhead and handover delay.

I. INTRODUCTION

The Machine Type Communications (MTC) enables
millions of MTC devices to communicate with each other [1].
We expect that this new technology will realize new
applications that are not feasible through human-to-human
(H2H) communication. We propose, as part of a security
remedy, a group-based authentication and key agreement that
operates by leveraging group information to authenticate a
number of devices in a group efficiently and effectively
without any needs of excessive authentication signaling.

II. PROPOSED PROTOCOL

Evolved Packet System (EPS)-Authentication and Key
Agreement (AKA) is a security protocol for authentication
and key management in 4G LTE-Advanced. When a group of
n MTC devices authenticate themselves to a core network
simultaneous authentication of individual MTC devices can
burden signaling on the network. Its efficiency drops
significantly because of repetitive invocation of costly
authentication signaling.

A. System Initialization Phase

MTC devices belonging to the same MTC user or sited in
the same area can easily be grouped for management, control,
and charging operations [2]. The Home Subscriber Server
(HSS) first generates a unique group key GK per group and
identifies a group by International Mobile Group Identity
(IMGI). Next, the HSS builds a binary tree and MTC devices
are located in a leaf node as shown in Fig. 1. Each node in the
tree has a different secret value SECRET;. Two hash functions
HR and HL, respectively, are used to derive secret values of
left and right children from a parent’s secret value. Hence, one
can always derive all secret values of descendent nodes if one
know the nodes’ secret value. A member located in the leaf
node knows all secret values in the tree except for those
restricted secret values. The restricted secret values (RS) of
nodes are located in the upward path to a root from its own
node. For instance, the restricted values member, in Fig. 1 are
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Fig. 1. An illustration of binary tree to manage the secret keys. Secret values of
nodes with dotted lines are restricted to membery.
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Fig. 2. Nine messages for the group-based mutual authentication between
MTC devices and the core network.
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SECRETyopg,, » SECRETyopgs , SECRETyopp, and
SECRETNopE, - Finally, IMGI, GK, RS, HR, HL, one hash
function H, and different positive prime number PN; are
stored in Universal Integrated Circuit Card (UICC) of MTC
device by the service provider.

B. Mutual Authentication Phase

By our design, a set of leaders are included among
members to represent the group to the core network. In order
to avoid collisions as a result of multiple initiations at the same
time, leaders are instructed to wait for a random amount of
time before they can send the first message. If any leaders
hears the first message sent by another leader the hearing
leader postpones sending until the current procedure is
complete with success.

The chosen leader and the HSS authenticate mutually as
shown in Fig. 2. The leader sends the second message
including their own identity, members’ identity [IMSI]; and
group identity IMGI to the Mobility Management Entity
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(MME), where 1 < i < n. The MME adds its own identity
SN — ID and passes to the HSS. The HSS checks the third
message first. Next, it generates a random number RAND and
sequence number SQN and computes three parameters:
authentication vector AV, group information G,r, and group
leader key GLK. Then, it includes three parameters in the
fourth message and sends to the MME. The MME sends the
fifth message to the MTC devices via a broadcast channel in
the LTE downlink channel.

All group members should overhear this broadcasting
message. Each member can locally compute group master
key GMK and the leader can compute GLK using their own
authentication key LTE — K;. The leader and members can
authenticate the network’s legitimacy via the message
authentication code MAC and leader sends the sixth message
to the MME. The MME authenticates the leader if response
value RES and expected response value XRES are the same
and sends the seventh message to authenticate members.
Member i computes K = KDF(GMK @ LTE —K;) and
MACyem = KDF(LTE — K;, RAND) and sends the -eighth
message to the leader. The leader collects the eighth message
from members in the group and sends the ninth message to the
MME. The MME first validate the members’ legitimacy via
the MACyen - If members are normal, it computes
confirmation  value CV = K;modPN; = K,modPN, ==
K;modPN; and authenticates if XCV equals to CV.

C. Group Key Update and Session Key Agreement Phase

Once mutual authentication is successful, the HSS assigns
the MME to a leaf node in the tree and sends a joining message
to the MME. This joining message contains the MME’s
position in the tree and is encrypted with GMK. The MME
sends this joining message to the group member by
broadcasting. All members in the group and the HSS locally
extract the MME’s SECRET; and update the group key using
an equation GK' =H(GK @ SECRET;). When a group changes
an anchor point of MME due to mobility the old MME simply
leaves the group. The HSS updates the structure of the tree to
reflect the change caused by the old MME’s departure and
joins new MME to an unoccupied leaf node in the tree. All
members update the group key using old MME’s SECRET;.

The MME and each member locally compute common
SECRET; within its own RS and extract the session key SK =
H(SECRET, @ --- @ SECRET;), where 1 < k < i.

III. EVALUATION

Firstly, we verify the security of our proposed protocol by
using the ProVerif [3]. We only consider verification
procedure between MTC devices and the MME. This is
because (1) communication between the MME and the HSS
is secure, (2) authentication procedure and session key

agreement are proceeded between MTC devices and the MME.

The verification results inform us that authentication of leader
(or member) to MME and authentication of MME to leader
(or member) hold. In addition, the attacker has not been able
to obtain the secret value.

Next, we evaluate the authentication overhead in terms of
communication cost and computation delay by the network
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Fig. 4. Comparison of handover delay
between proposed protocol and EPS-
AKA.
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Fig. 3. Comparison of total
authentication overhead between
proposed protocol and EPS-AKA.

programming. We conducted the experiments with Crypto++
library and JavaCard development kit to measure the elapsed
time of cryptographic operations. We compared the
authentication overhead of proposed protocol with EPS-AKA
as shown in Fig. 3. When the number of MTC devices was
one hundred, the authentication overhead of our proposed
protocol was about 24.5 percent lower than the EPS-AKA.

Further, we simulate the handover delay by using the
Network Simulator-3 (NS-3) version 3.16 [6] with LTE
module [7]. We ran the simulation 1,000 times and excluded
the 5% of ceiling value and minimum value (i.e., 50 times) to
reduce the consequences that outliers might affect. We
measured the handover delay by calculating tiqrger—ena —
tsource-start at every handover, where tyqrger—ena i the time
instance of the handover confirm message being received at
the target eNB, and tgource—start indicates that the
measurement report is enqueued at the MTC device’s queue.
We assume that the leader can send the security context of
members to the source eNB, and the target eNB can send the
handover message to members by broadcasting. As shown in
Fig. 4, the handover delay of our proposed protocol was about
19.3 percent lower than the EPS-AKA when the number of
MTC devices was one hundred.

IV. CONCLUSION

We have proposed a secure and efficient group-based
authentication protocol. Software verification by using
ProVerif has shown that proposed protocol is secure against a
variety of attacks. In addition, the performance evaluation in
terms of authentication overhead and handover delay also
shows that proposed protocol is more efficient than EPS-AKA.

REFERENCES

3GPP TR 22.868 ver. 8.0.0, “Study on Facilitating Machine to
Machine Communications in 3GPP Systems (Release 8),” May
2007.

3GPP TR 33.868 ver. 0.8.0, “Security aspects of Machine-
Type Communications (Release 11),” May 2012.

(1]

ProVerif, available at
http://prosecco.gforge.inria.fr/personal/bblanche/proverif/
The  Network  Simulator  (NS-3),
http://www.nsnam.org

G. Prio, N. Baldo and M. Miozzo, “An LTE module for the ns-
3 network simulator,” International ICST Conference on
Simulation Tools and Techniques (SIMUTools), Mar. 2011.

available at




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


